Usfi\ccess

0l Credential Activities Guide

The purpose of this guide is to help USAccess Credential holders complete the following Unattended

Credential Activities: Activating a USAccess Credential, Updating a USAccess Credential, and

Resetting a PIN.

Activating a USAccess Credential

To complete the Unattended Activation process, you need the system-generated password that
was sent to you in an e-mail stating your Credential is ready for pick-up.

Follow steps 1-10 to activate your Credential. If you experience difficulty with the activation
process, follow the directions under the What if my Credential Activation Fails? section.

1. Open the Unattended Activation
Program
e Double-click the UNATTENDED

ACTIVATION icon on the workstation
desktop.

z':a

LUMNATTENDED
ACTIVATION

2. Launch My Digital 1D Card
The Launch screen displays.

e Select the Launch My Digital 1D Card
link.

usNccess

Card Management

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,
#  If activating your credential for the first time, you will be prompted to enter in the Activation

Password you recesved in your Credential Pick Up email. If you do not have your Activation Password,
please ack for assistance to activate your credential.

* If updeting your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ask for assistance to updete your credential.

To bagin, dick en the link below.

Lounch My Degital ID Card

¢ Insert your Credential into the card
reader. Make sure your Credential is
inserted all the way into the reader. The
lights on the card reader should blink.
Wait for the blinking to stop.

e Select the Continue button.
e Do not remove your Credential from the

Copyright © 2009 Actividentity Corporation Local Samings
3. Initiate Credential Activation USf)ccess a
The Welcome screen diSplayS. Welcome to USAccess Card Management wr @)

Use this system to do the following: |

®  Activate My Mew Smart Card |
& Search far Updates for My Existing Smart Card |
Insert your card inte a card reader now and click Continue
Cantinue

reader.
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4. Enter Your Password

e Enter the password you received in your
Card Pick-up e-mail in the Password
field.

US@CCESS

| Card/Management E

Please Enter The Password You Received In Your Card L
Pick Up Email And Click Continue

Smartcard ID: [47001000000270

(You must have the password to Passwordi |
continue the Unattended Activation
process.)
e Select the Continue button.
5. Verify Your Fingerprint

The fingerprint verification window

displays.

e Place your primary finger on the
fingerprint reader. Use the finger
indicated in the hand diagram as your
primary finger. If you are unsuccessful at
three attempts, the indicator prompts
you for the secondary finger.

6. Personalize Your Smart Card

The system personalizes your Credential.
Do not remove your Credential during this
time. When the personalization is
complete, the system asks you to enter a

NOTE: This process
may take between 5to 8
minutes to complete.
Please do not remove
the PIV card during this

new personal identification number (PIN). time.
7. Create Your Personal PIN uS(ccess M
The Welcome screen displays. Welcome to USAccess Card Management HeL @

Use the guidelines on the page to create a

strong PIN. Use only numbers in your PIN.

Do not use special characters or letters.

e Enter your PIN in the New Smart Card
PIN field.

e Enter your PIN again in the Confirm
New Smart Card PIN field.

¢ Select the Continue button.

Your card has been successfully unlocked.,
The PIM for your card has been temporarily set to 296367
You now need to choose a new PIN nurnber for your card. It is impartant
to remember the PIN you enter here as you wil need it to use your smart
card in the future.
Please enzer your new PIN number below and click Continue to
proceed:
Mew Smart Card PIN:
Confirm Mew Smart Card PIN:
Your new PIN must satisfy the following conditions:
& Must contain at least 6 characters
Must not exceed & characters

(Rl

Must be correctly confirmed

Continue

The information in this document is proprietary and may not be transmitted or disclosed to anyone outside of the
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8. Verify Fingerprint Again

The fingerprint verification window

displays.

e Place your primary finger on the i
fingerprint reader. Use the finger
indicated in the hand diagram as your
primary finger. If you are unsuccessful at
three attempts, the indicator prompts e
you for the secondary finger. ||1n‘

9. Digitally Sign Privacy Act
Statement ActivClient Login
The ActivClient Login window displays. Actividentity

Your Credential is now activated and

personalized. You must acknowledge this

by reading and digitally signing the Privacy

Act Statement. P

e Read the Privacy Act Statement and pom—
Acknowledgement of Responsibilities.
Use the scroll bar to view the entire
page.

e Select the button to acknowledge SAUHERED GG
you agree to the terms.

e Enter your new personal PIN in the PIN Are you sure you want to finish?
field to digitally sign the Privacy Act, and
then select the OK button. Data signing completed.

e Select the Yes button in the el
Confirmation Required dialog box.

Note: If the ‘Data Signing Failed’ error
message displays in the Confirmation
Required dialog box, select the No
button, and then remove and reinsert
your Credential into the card reader and
try again.

ActivClient

Please enter yaur PIM,

10. Complete Credential Activation

When the Acknowledgement

Confirmation page displays, the

Activation process is complete.

e Remove your Credential from the card
reader. 1 1001 W

¢ Close the Activation application and L 1 \ !"
return to the Desktop by clicking the X | m“f HP “SSUTEQEJ'WWW
in the upper right corner of the browser
window.

Government or suthorized representatives without written permission.
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What if my Credential Activation Fails?

If the Credential activation fails the first time:
e Remove the Credential from the card reader.
e Using steps 1 through 9, try to activate the Credential a second time.
o If the error message says your card is "Locked,” ask the Registrar for assistance.

If the Credential activation fails the second time:
¢ Remove the Credential from the card reader.
e Ask a Registrar or Activator for assistance.

Updating a USAccess Credential

Credential holders occasionally have to visit USAccess Credentialing Centers to update their
USAccess Credential. You may need to perform this update because of a change made to your
Sponsorship record (such as an email address change), or because the certificates on your
Credential are set to expire soon. If you know your PIN, you can perform the update without
assistance using Unattended Activation. However, if you do not know your PIN, you will need to
use Attended Activation with an Activator’s assistance.

Please follow the steps below to complete a Credential update if you know your PIN.

1. Open the Unattended
Activation Program

e Double-click the UNATTENDED
ACTIVATION icon on the workstation
desktop.

2. Launch My Digital 1D Card
The Launch screen displays.
e Select the Launch My Digital 1D Launching My Digital ID Card....

Card Management

Cal"d Iln k . Please use this application to activate your new credential or to update your existing credential.
» If activating your credential for the first ttme, you will be prompted to enter in the Activation

Password you recerved in your Credential Pick Up email. Tf you do not have your Activabion Password,
please ask for assistance to activate your credential.

= If updating your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ack for assistance to update your credential.

To begin, dick on the link below.

Lounch My Degital ID Card

Copyright © 2000 Actividentity Carporation Local Satrings
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3. Insert Credential into card USfcosss E
reader Welcome to USAccess Card Management e @
The Welcome screen dISp|a.yS WUse thes system to do the following: ‘

A ) ®  Activate My New Smart Card

o |Insert your Credential into the card « Sesrch for Updates for My Existing Smart Card

reader. Make Sure your Credentlal |S Insert your card mto & card readsr now and click Contimue S

inserted all the way into the reader.

The lights on the card reader should

blink. Wait for the blinking to stop. |
e Select the Continue button.
¢ Do not remove your Credential from

the reader.

4' Enter Your P I N Usf;\ccsss | Card/Management
The Please Identify Yourself screen Plsase Identify Yourself o
displays.

A A In arder for us to verify your identity, you must enter your
e Enter your Credential PIN in the Smart smart eard PIN number.
Card PIN f|e|d B Please enter your smart card PIN below and click Continue:
e Select the Continue button. smartcardem:| |
The Personalize Your USAccess Card usfceess 0 Card Management |

screen displays, indicating that your card
is being updated.

Personalize Your USAccess Card HELF @

Please be patient as your card is encoded.
Thi Il tak | tes,
Important: DO NOT remove your card i prosess e mmEE e
- - - Please do not remove your card until the system acknowledges
from the card reader until this process is it ety ireriie,
complete. This may take a few minutes.

The percent complete displays on the

PI¥ ADM External authentication done,

screen.
(=)
5. Successful Update usfccess i
Once complete, the Welcome screen Welcome to USAccess Card Management HeLe @

displays, indicating your card has been
successfully updated.

e Select the Done button.

Your smart card has been successfully updated.
Thank you for using USaccess Smartcard

Please click Continue to proceed with additional card updates,
or click Done to exit:

Done Continue

The information in this decument is proprietary and may net be transmitted or disclosed to anyone outside of the
'G S A Government or suthorized representatives without written permission.
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Note: If you select the Continue button
in Step 5, you will be directed to the
Card Updates Detected screen, where
you can choose to take further action.

e Select the Continue button to take
action on the listed item(s). In the
example shown, the action is to
change your PIN.

Usf;\ccsss CardManagement
Card Updates Detected HELF @

Last Logon: Friday, Decermber 03, 2010 312801 PM
Failed Attempts Since Last Logon: 0

Wwe have found the following optional updates for your smart
card.

Please select the action you would like to perform at this time
and click Continue, or click Done to exit:

@ 1'd like to change the PIN of my smart card

When you select the Done button, you
are returned to the Launch screen.

e You can remove your card from the
card reader. The card update process

Done Continue
e Select the Done button to exit.
6. Card Update Complete usfQecess

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential.

» If activating your credential for the first time, you will be prompted to enter in the Activation
Password you recesved in your Credential Pick Up email. If you do not have your Activation Password,

1 please ask for assistance to activate your credential.
is complete.
» If updating your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ask for assistance to update your credential.
To begin, dick on the link below.
Lounch My Degital ID Card
Copyright © 2000 Actividentity Corporation Local Satrings

Follow these steps to reset the PIN on a USAccess Credential when the current PIN is unknown or
the Credential is locked. Begin by verifying your Credential is locked by using Unattended
Activation. Then, use the USAccess Self-Service Password Reset Portal to request a temporary

password.

1. Verify your Credential is locked

e Double-click the UNATTENDED
ACTIVATION icon on the workstation
desktop.

i:fa

LIMATTEM
ACTIVATIO

The information in this decument is proprietary and may net be transmitted or disclosed to anyone outside of the
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2. Launch My Digital ID Card

The Launch screen displays.

e Select the Launch My Digital ID Card
link.

usfNccess

Card Management

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,
# [Factivating your credential for the first time, you will be prompted to enter in the Activation

Password you necesved in your Credential Pick Up email. If you do not have your Activabion Password,
please ask for assistance to activate your credential.

= IFupdating your credential, you will be prompted to enter your Credential PIN, If you do not
remember your PIN, please ask for assistance to update your credential.

To begin, dick on the link below.

Launch My Degital 1D Card

Copyright © 2000 Actividentity Corporation Lol Satrings

3. Insert Credential into card reader usflcoess E
The Welcome screen displays. bspiisid e vapn e o e
¢ Insert your Credential into the card iy o N
. . . earch for ates for xisting Smart Can
reader Make Sure your Credentlal IS Insert your eard mta a eard reader now and click Continue
inserted all the way into the reader. The Contewe
lights on the card reader should blink.
Wait for the blinking to stop.
e Select the Continue button.
¢ Do not remove your Credential from the
reader.
4. Enter your PIN us(ocess I cerdansgomon]|
The Please Identify Yourself screen Please Identify Yourself e

displays.
Your Credential must be locked before you

attempt to reset your PIN with Unattended
Activation.

e If your Credential is not already locked,
enter an incorrect PIN in the Smart Card
PIN field, and then select the Continue
button.

¢ Repeat for a total of six (6) incorrect
entries to lock your Credential.

In order for us to verify your identity, you must enter your
smart card PIN number.

Please enter your smart card PIN below and click Continue:

The information in this doecument is proprietary and may not be transmitted or disclosed to anyone outside of the

GSA
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¢ When the Smart Card Locked screen
displays, indicating your card is locked,
select the Done button.

UsNccess

| Card Management

Smart Card Locked HELP @

Your card is locked because you entered too many wrong PINs.

Click Done to exit USAccess Smartcard.

Done

5. Access the Self-Service Password
Reset Portal

e From any computer connected to the
Internet, enter the following URL to access
the USAccess Self-Service Password Reset
Portal:

https://portal.usaccess.gsa.gov/Assuredl

USQCCESS Program

O I have my card

I: Authorized Use Notification

This is a U.S. General Services Administration Federal Government
computer system that is "FOR OFFICIAL USE ONLY." This system is subject
to monitoring. Individuals found performing unautharized activities are

@ I do NOT have my card
Last Name
~and ~

Birth Date

~and ~

dentlthDD I icant U e |: subject to disciplinary action including criminal prosecution.
¢ Read the Authorized Use Notice, and then ["Suomi | Clear | [ ok | cancal |
select the OK button.
6. Password Reset Request
'1‘
The Password Reset Request screen US 8 CCESS Program
displays.
« Select the I do NOT have my card radio
button.
e Note: |f yOU have yOUr Card and are (1 do NOT have my card O I have my card
located at an activation station with a card | | Lasttame | |
reader, you may select the I have my = and -
card radio button, and then enter your -
Birth Date. Arpae | ke
e Enter your Last Name, Birth Date, and ~and
Work Email in the fields provided. Viork Email | |
e Select the Submit button.
Important: The information entered on this | [~ """~
screen must match the information in your
USAccess record; otherwise, you will not
receive an email containing a temporary
password.
The information in this decument is proprietary and may net be transmitted or disclosed to anyone outside of the
'G S A Government or suthorized representatives without written permission.
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The Password Reset Confirmation dialog
box displays, indicating that your password
reset request has been received.

e Select the OK button.

A temporary password is sent to the work
email address indicated in your USAccess
record.

Password Reset Confirmation

Thank You. Your password reset request has been received.

7. Launch Unattended Activation

e Double-click the UNATTENDED
ACTIVATION icon on the workstation
desktop.

8. Launch My Digital ID Card

The Launch screen displays.

e Select the Launch My Digital ID Card
link.

Usfccess

Launching My Digital ID Card.....

Please use this application to activate your new credential or to update your existing credential,
# If activating your credential for the first time, you will be prompted to enter in the Activation

Password you recesved in your Credential Pick Up email. Tf you do not have your Activation Password,
please ask for assistance to activate your credential.

w»  If updating your credential, you will be prompted to enter your Credential PIN. If you do not
remember your PIN, please ack for assistance to update your credential.

To begin, dick an the link below.

Lounch My Degital ID Coard

Copyright © 2009 Actividentity Corporation Lol Seerings

9. Insert Credential into card reader

The Welcome screen displays.

¢ Insert your Credential into the card
reader. Make sure your Credential is
inserted all the way into the reader. The
lights on the card reader should blink.
Wait for the blinking to stop.

e Click the Continue button.

¢ Do not remove your Credential from the
reader.

USfccess

I Gard Management 1

Welcome to USAccess Card Management
Use this system to do the following:

&  Activste My Mew Smart Card
» Search for Updates for My Existing Smart Card

Insert your eard inte a card reader now and click Continue
Continue |

GSA
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10. Enter your password

The Please Enter Password screen

displays, asking you to enter the password

you received in the email.

e Enter the temporary password in the
Password field.

e Select the Continue button.

USQccsss

Card|Management

Please Enter The Password You Received In Your Card HELF @
Pick Up Email And Click Continue

Your stnart card is locked for security reasons, meaning that it
cannot be used again until it is unlocked.

To unlock your card, please identify yourself to USaccess
Smartcard and click Continue to proceed:

Password:

11. Verify your fingerprint

The fingerprint verification window

displays.

e Place your primary finger on the
fingerprint reader. Use the finger indicated
in the hand diagram as your primary
finger. If you are unsuccessful at three
attempts, the indicator prompts you for
the secondary finger

Ll

12. Change your PIN

The Change Your Smart Card PIN screen

displays.

e Enter your new PIN in the New Smart
Card PIN field.

e Enter your new PIN again in the Confirm
New Smart Card PIN field.

e Select the Continue button.

UsfiNccess

Gard Management ||

Welcome to USAccess Card Management HELP @
Your card has been successfully unlocked.

The PIM for your card has been temporarily set to 296367

You now need to choose a new PIN number for your card. It is important
to remernber the PIM you enter here as you wil need it to use your smart
card in the future.

Please enzer your new PIN number below and click Continue to

procesd:
Mew Smart Card PIN:

Zonfirm New Smart Card PIN:
Your new PIN must satisfy the following conditions:
@ Must contain at least 6 characters
& Must not exceed & characters
& Must be correctly confirmed

Continue

13. PIN Reset Complete

You are returned to the Welcome screen.
The PIN has been reset.

e Select the Done button.

e Remove your Credential from the card
reader.

USQCCESS Card Management
Welcome to USAccess Card Management HELF @

Your smart card PIN has been successfully changed,
Thank you for using USAccess Smartcard

Please click Done to exit:

Done

The information in this decument is proprietary and may net be transmitted or disclosed to anyone outside of the
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