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Initial Process to Load MSO & Agency Data

» System Roles

« MSO System Specific Initialization
 Relationship between MSO & Agency
« Agency Specific Initialization

* Open Full Enrollment Timeline

* Dependencies
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System Roles

Role Description

Agency Role
Administrator

The Agency designated individual responsible for managing the Agency’s
Sponsor, Adjudicator, Registrar (if applicable), and Activator roles. The scope of
the Agency Role Administrator is bound to the Agency configuration in the
managed service system. The Agency Role Administrator will verify that the
appropriate separation of duties are followed and will verify that all training
certification requirements have been met.

Agency Security

The Security Officer can suspend or terminate an Applicant’s PIV Card. In

Officer addition, the Security Officer is responsible for validating identity documents in
question and authorizing the process to continue. The Security Officer has the
ability to run reports and view system audit logs.

Agency Sponsor The individual who substantiates the need for a PIV Card to be issued to the

Applicant. The Sponsor is also the individual responsible for entering the
Applicants’ primary biographic information as well as required sponsorship data
elements. The Sponsor remains aware of the Applicant’s status and associated
continuing need for holding a PIV Card. The Sponsor is responsible for
managing the employment status of the PIV Cardholder in the managed service
system through a web interface when a PIV Cardholder retires, terminates, or
for another reason no longer requires a PIV Card. The Sponsor can make
corrections or changes to an Applicant/Cardholders primary biographic
information in the system.

[ July 25,2007 | Page3
GSA

US@CCESS Program eDS



System Roles

Role Description

Agency Adjudicator

The individual who is authorized to record the adjudication result for an
Applicant. The Adjudicator enters or updates the status of adjudication result for
all Applicants through a web enabled interface in the managed service system.
A positive adjudication result will initiate the PIV Card issuance process.

Registrar

The individual responsible for identity proofing the Applicant and collecting
biographic information, a photo, and fingerprints. This role does not specifically
contain the title “AGENCY”. Registrars may be provided by the MSO, may be a
government employee of an Agency, or may be a contract employee of an
Agency. All Registrars are controlled and supervised by the MSO in terms of
their qualifications and ability to act in this role.

Agency Activator

The individual responsible for processing PIV Card activations. The Activator
verifies that the Applicant is the person to whom the PIV Card is to be issued
and guides the Applicant through the activation process.

Applicant

The individual who has a need for a federal credential under the requirements of
FIPS 201-1. The Applicant is responsible for providing proper identity
information at sponsorship and enrollment and for expeditiously performing the
PIV process of enrollment and activation.
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MSO System Specific Initialization

GSA MSO

Register Steve and Darwin (Super User)

Adjudicate Steve and Darwin (Super User)

Steve and Darwin activate (unattended or attended

. Steve Duncan YiSIEE LS

. .fr\ Assign Steve the following roles (Super Usar):
! Sponsor
System Role Admin

Q@ 0000

Super Users (GSA) Gparsces System Security Officer
Sponsor
Adjudicator
Registrar Assign Darwin the following roles (Super User):

Darwin Roberts Adjudicator

System Role Admin
System Role Admin

Sponsor
MSO Regisirars

GZD Reassign Super User to Agency
to be Plugged In. Sponsor first
BOENCY Person

Registar the MSO Registrars (Super User)

@ Adjudicate the MS0 Registrars (Danwin)

MSO Registrars perform unatiended activation ar
attended activation w'Super User

9 MSO Registrars 0

@ Assign MS0 Registrars the following roles [ Stave):
PV Registrar

Agency A Agency B

Reqister (MS0 Registrar) & @ Register (M30 Registrar)

Ad]udlcme (Danwin) Adjudicate (Darwin)

Agency Role Admin Agency Role Admin .

Super User) Super User)

@ Unattended activation jor attended activation wi @ Unattended activation (or attended activation wi'

Assign Agency Role Admin the following role {Stave): Assign Agency Role Admin the following role {Steve):

Agency Role Admin Agency Role Admin
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GSA MSO to Agency Relationship

A M : ;
GS SO Agency Environment i
TmhehGSAtMISSO SupefeDUslfrsAneed to. perform ali roles The Agency needs to identify five key personnel to perform the initial :
Lihe kit 5. Uusees Tor: the Lgency- functionality within their system. The Agency Role Admin will be first
created by the GSA MSO. The Sponsor should come next, followed by ° M SO Spo nsors the
an Adjudicator, an Activator, and finally the Security Officer who may bulk

load records into the system.

| initial Agency Role
& | Admin, Sponsor,

- = s Activator,
. - | o — ///,-/ Role Admin : AdedIC&tOr &
- — = - & Security Officer

MSO Super User (Sponsor) 3 ’:,/"’ =~ e '_ e

* This will allow
agencies to
facilitate
sponsorship for
their entire

| ~ : organization

MSO Super User (Adjudicator) - 3 —_— 1
: = 8

Initial Security Officer
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Agency Specific Initialization

Agency Environment
Sponsor Initialization

reicieal Assign the individual
who will be the Sponsor the Sponsor role
1 - - 5
e e il
MSO S PR = = Ag Role
upctT . ———————— T R Register e Initial Sponsor eIy
User (Sponsor) - i o PO Aty
=i 3 I~ Adjudicats 4| Unattended activation
MSO Registrar e =

MSO Super User (Adjudicator)

Adjudicator Initialization ‘I
Sponsor the individual who Assign the individual
will be the Adjudicator the Adjudicator role
1} > - s
== - 5
MSO S == == Ag Role
uper = = 3 i ,_ = ency
User (S ) ' Foegister {//}/, Initial Adjudicator Aocimin
--/.;u:ljudil:ale "4 ] Unattended acthation
MSO Registrar = e
MSO Super User (Adjudicator)
Activator Initialization

wiho will be the Activator

MSO Super &5

- —A = Agency Role
User (Sponsaor) o o Admin
.- 3
MSO Registrar e —
MSO Super User (Adjudicator)
Security Officer Initialization
Sponsor the individual who Assign the individual
will be the Security Officer the Security Officer rols
1 - 5
G =< B
2y —— = 0 Ag Role
MSO Super e ——— = _— — = ency
User (S 3 — Fregister = Initial Ss;::lnly e Admin
= L2 T adiudicats "4 Unatended activation
MSO Registrar — <

MSO Super User (Adjudicator)

With establishment of Sponsor, Adjudicator, Activator, Security Officer, and leweraging the MSO
Registrar, the agency can now start full implementation
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Agency Specific Initialization

« Agency Role Admin Initialization
— MSO Super User (Sponsor Role) will sponsor Agency Role Admin
— MSO Registrar enrolls the individual
— MSO Super User (Adjudicator Role) will adjudicate the individual
— Person performs unattended activation
— MSO Super User assigns them into the Agency Role Admin

 Similar process is followed to enroll for the initial Agency
Sponsors, Adjudicators, Security Officers & Activators

— The Agency Role Admin assigns each of these roles within the each Agency

* End Result - Agency has a firm footing and should be able to
start processing a higher number of Applicants through the
system
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Open Full Enrollment Timeline

 Enroll of GSA MSO & Registrars — Week of July 23
— Enrollments at GSA Enrollment Location

* Initial Agency Setup — Week of August 13t
— Enroll of Agency Role Admin/Sponsors
— Enroll of Agency Security Officers & Adjudicators
— Bulk upload
— Enrollments at GSA Enrollment Location

 Open first 8 sites — August 20"
— Agency Specific
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Dependencies

« ATO Received

* |[AA in Place

« Card Proofs Approved for each agency
« Agency Configuration finalized

* |[dentification of Key Agency Roles (Agency Role Admin,
Sponsor, Adjudicator, Security Officer)

» Agency to SIP specification finalized
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